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What challenges do information systems technologies pose for business professionals? How do you think the information you learned in this unit can help you face these challenges?
Information systems technologies pose various challenges for business professionals. Businesses professionals use systems to complete business transactions and coordinate business functions. Information systems technologies are susceptible to security breaches that can result in data loss and complete incapacitation of business functions. Technology is highly dynamic and systems keep changing every day. Keeping up with the latest, most effective, and compatible technology is a challenge to business professionals. Maintenance of information systems technology infrastructure can be expensive and to business professionals hence increasing the production cost. The human resource cost of information systems technologies is not readily available. However, if available, it can be expensive to acquire. Compliance with government regulations is another area that many business professionals find challenging in the use of information systems technologies. Government regulations require high levels of compliance with the risks of penalties. Business professionals are not entirely able to comply with these regulations because some require businesses to incur extra costs.
Information about information system security can help assist business professionals protect their business from cybercrime and other security breaches. Protection of information systems by the use of firewalls, encryption, antimalware, and antiviruses can help business professionals in ensuring the integrity and security of their business operations. Taking time in seeking qualified personnel to handle business systems is an essential lesson learned in the unit on how to face challenges associated with information systems technologies and human resources. Businesses should invest in the recruitment and retention to ensure that there is a consistent workforce managing information system technologies. Constantly changing staff can slow the progress of operation or even be a security risk to the business. The systems team should be consistent in seeking the latest technologies or alternatives that can be blended well with the business. Seeking the best infrastructure to support information system technologies can save the business the labor of constant replacement.
 
